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Abstract

It is known that theroutingtablebasedon multibit trie, in otherwords,multiple levelsof
arrays(hereafterlet us call it MART, Multi-Array RoutingTable)hasa very low anddeter-
ministicsearchcostof modestlyhighermemoryconsumptioncomparedto otherroutingtable
approaches.Thesearchcostof MART is typically 2 to 4 routing tablememoryaccessesfor
IPv4. MART hastheadditionalbenefitsthat it is easyto implementin hardwareandits de-
terminismallows for pipeliningroutelookupsin hardware.Theprimarydrawbackof MART
is thatupdateoperations,namelyaddinganddeletingroutes,arehighly costly relative to the
routelookup operation. In particular, MART hasa problemat deletionwhich no paperhas
addressed.This paperproposesan extensionto MART, called“Smart Multi-Array Routing
Table”or justSMART, whichgivesasolutionfor this issue.SMART notonly hasthelow cost
anddeterminismof routelookupsbut alsoprovideslow costrouteupdateoperations,which
alwayshave lower than256routingtablememoryaccessesregardlessof boththenumberof
routesin theroutingtableandtheprefix lengthfor IPv4.

1This work wasperformedwhile theauthorwaswith MAYAN Networks,Corp.,SanJose,CA
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1 Introduction

Thesizeof the Internetrouting tableis growing rapidly [1] evenafter the introductionof CIDR
(ClasslessInter-DomainRouting) [2]. The numberof routesin a corerouter is almost100,000
[3] asof this writing. In addition,therouting instability [4] is becominga seriousproblem.This
problemis also called ‘route flap’. The route flap often causesdeletingand addingthe entire
setof BGP (BorderGateway Protocol)routes. It is importantto enhancenot only routelookup
performancebut alsorouteupdateperformancebecauseslow routeupdatemaycausea routeflap
storm.

It is known thatMART hasa very low anddeterministicsearchcost. For example,the route
lookupcostof aMART implementationby PankajGupta,StevenLin, andNick McKeown [5] is 2
memoryaccessesin theworstcase.However, theirMART implementationhasaseriousdrawback,
which is its highly expensive updatecost. It needs32M routing table memoryaccesses(16M
readsand16M writes) to adda singleroute in the worst case.AnotherMART implementation
by SrinivasanandVarghese[6] hasmuchbetterworstcaseupdatecost,but it still doesnot solve
a problemof MART at route deletion. Actually, neitherpaperdiscussesthe problemof route
deletionat all. In this paper, theauthorfirst discussestheproblemof MART at routedeletionand
thenintroducesanew routingtabledesigncalledSMART (SmartMulti-Array RoutingTable)that
solvestheproblem.SMART is anextensionof MART andits routeupdatecostis alwayssmaller
than256routingtablememoryaccesses(128writesand127reads).

2 Previous Work

Figure1 showsanexampleof simpleMART. TheMART in Figure1 consistsof 3 levelsof arrays.

10.1.1.128/25

1. 13010.1.
search key
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(level 2)

Figure1: SimpleMulti-Array RoutingTable

Thelevel 0 array
���

is indexedby themostsignificant16 bits of thesearchkey IPv4addressand
has64K elements.The level 1 array

���
is indexedby bit 8..15of thesearchkey IP addressand

has256elements.Thelevel 2 array
���

is indexedby theleastsignificant8 bits of thesearchkey
IPv4addressandhas256elements.In otherwords,eachIP addresscanbemappedto oneelement
of thearraysof level 0, level 1, or level 2. Hereafter, let uscall thebit lengthusedto index anarray
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at eachlevel stridelength. andlet ��� bethestridelengthat level 	 . In Figure1, � �
is 16, � �

is 8,
and � �

is 8 respectively. Let 
 bethebit lengthof IP address( 
 �
��� in thecaseof IPv4) then

 �������������������� � � ��� .

Whena routeis inserted,all of thearrayelementsof the routing tablethatcorrespondto the
destinationIP prefixof theinsertedroutearesetto point to thatroute.For example,thedestination
IP prefixof routeA in Figure1 is 10.1.1.128/25.Thatis why theelementsfrom 128to 255in array���

, which arecorrespondingto 10.1.1.128/25,have pointersto routeA. TheMART in Figure1
alwaysfinishesa lookupwithin 3 routingtablememoryaccesses.

Assumeanew route‘routeB’ whosedestinationIP prefixis 10/8is to beinsertedto theMART
in Figure1. Figure2 shows a pseudocodeto addrouteB to theroutingtablein Figure1. Figure
2 indicatesthat it takes16M (256! 256! 256)routingtablememoryreadsand16M routingtable
memorywritesto addoneentryin theworstcase.

(1) for 	��#"%$&!'�)(+*-,." to "/$0!1�)(�*2,3�)()(
(2) if

�4�65 	�7 is connectedto a level 1 arraythen
(3) Level 1 array

�8�
=

���65 	�7
(4) for 9&�:$ to �+()(
(5) if

���;5 9)7 is connectedto a level 2 arraythen
(6) Level 2 array

���
=

���<5 9�7
(7) for =0��$ to �)()(
(8) if

���>5 =?7��@��A1BDCEC or prefix lengthof theroutepointedto
by

���>5 =?7GFIH then
(9)

�4�65 =?7J�:K
(10) endif
(11) endfor
(12) else if

���;5 9�7L�@�MA1BDCEC or prefix lengthof theroutepointedto
by

�8�<5 9)7GFIH then
(13)

���;5 9)7���K
(14) endif
(15) endfor
(16) else if

���>5 	�7N�@�OA1BDCEC or prefix lengthof the route pointedto by�4�/5 	P7GFQH then
(17)

�R5 	�7��.K
(18) endif
(19) endfor

Figure2: InsertingRoute10/8to MART in Figure1

An ideacalled‘ControlledPrefixExpansion’in apaperbySrinivasanandVarghese[6] reduces
the routeupdatecostof MART. Hereafter, let us call their MART implementationMART-CPE.
MART-CPEhastwo pointersper element. The onepointer (say SUTWVYX ) points to the longest-
matchingrouteassociatedwith theelement.Theotherpointer(saySUA[Z<\^] ) pointsto thenext level
arrayif it exists. The MART in Figure1 and2 spreadsa pointer to the longest-matchingroute
all over theroutingtable.In contrast,MART-CPEspreadsapointerto thelongest-matchingroute
only within anarray. Figure3 shows theMART-CPEroutingtablethathasrouteA androuteB.
ThereasonMART-CPEdoesnothave to spreada pointerall over theroutingtableis thatMART-
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Figure3: MART with ControlledPrefixExpansion

CPE preparesa variablecalled K`_�V and updatesK`_�V with the valueof SUTWVYX eachtime
MART-CPEvisits a deeperlevel arrayat routelookup. Therouteinsertioncostof MART-CPEis
256memoryaccessesin theworstcase.

Assumenow routeA is to beremoved.In thecaseof theroutingtablein Figure1, thepointers
of element128to 255of the level 2 arraymustbereplacedwith thenew longest-matchingroute
afterrouteA is removed,which is routeB. In thecaseof theroutingtablein Figure3, SUTWVYX of
element128to 255of thelevel 2 arraymustbereplacedwith thenew longest-matchingrouteafter
routeA is removed,which is NULL. Neitherthepaperby Gupta,Lin, andMcKeown [5] nor the
paperby SrinivasanandVarghese[6] discusseshow to find thenew longest-matchingroutethat
replacestherouteto bedeleted.Thesimplestway is to backtrackthroughthearrayelements(and
arraysin thecaseof MART). This processis expensive. Thesimplebacktracktakes254memory
accessesin theworstcaseevenin MART-CPE.

SMART solvesthis backtrackingproblemof MART at routedeletion. SMART alwaysfinds
therouteto bereplacedwith therouteto bedeletedatonememoryaccesswithoutany backtrack-
ing. In summary, theperformanceof threeroutingtablesis asfollows:

Search Insert Deletion
MART fast slow slow
MART-CPE fast fast slow
SMART fast fast fast

3 SMART

First, let usdefinesometerminologies.Thebaseindex is thesmallestarrayindex thatmatchesa
route.For example,thebaseindex of routeA is 128.Saythatindex 9 is above index 	 if thereare
routesX andY suchthat 	 is thebaseindex of X, 9 is thebaseindex of Y, andY is a prefix of X,
and 9Ra�b	 . The indicesabove 	 areobtainedby removing 1 bits from right to left. For example,
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theindicesabove 11 (00001011)are10 (00001010),8 (00001000),and0. If index 	 has c 1 bits,
thereare c�dQ" indicesabove 	 .

3.1 Data Structure

Figure4 showsthearrayelementstructureof SMART.

pLMpDef pNext

Figure4: SMART Array Element

A SMART arrayelement	 at level c hasthefollowing 3 pointers:

e �
�
5 	P7�f SUCg_ pointsto thelongestmatchingroutewhosebaseindex is 	 , or NULL if thereis

nosuchroute.

e �
�
5 	P7�f SUhiZ>j pointsto the longestmatchingroutewhosebaseindex is above 	 , or NULL if

thereis no suchroute.Let uscall theroutepointedto by SUhkZ>j elementdefault route.

e �
�
5 	P7�f SUA[Z<\^] pointsto thenext level arraycorrespondingto index 	 at level c .

Eachrouteentry l>]�XYmJ] hasat leastthefollowing fields:

e l>]�XYmJ]�fonpZ>q<] indicatesthedestinationIP addressof theroute

e l>]�XYmJ]�f SUcrZ%m indicatestheprefix lengthof theroute

e l>]�XYmJ]�f SUA[Z<\^] pointsto the longestmatchingroutewhosebaseindex is thesameasthatof
l>]�XYmJ] but whoseprefix lengthis shorterthan l>]�XYm�]tsuS^cPZ%m , or NULL if thereis no such
route.

The l6]�XWm�]�f SUAvZ<\^] field is necessaryto handleoverlappingroutes,whichhavethesamedestination
IP addressandthedifferentprefix lengths.For example,10/8,10/9,10/10, f%f%f 10/32areoverlap-
ping routes.Overlappingrouteshave thesamebaseindex sincetheir destinationIP addressesare
thesame.SMART makesasingly linkedlist of overlappingroutesusing l>]�XYmJ]�f SUA[Z<\^] field. The
linkedoverlappingroutesaresortedaccordingto thedescendingorderof theirprefixlengthswhen
theroutesareinsertedor deletedsothatno extra searchcostis introduced.Neitherpaper[5] nor
paper[6] discusseshow to processoverlappingroutes.

3.2 Route Insertion

Supposeweusearoutingtablefor IPv4whosestridelengthsareasfollows: � � �#"/* , � � ��H , and
� � �#H . Assumethereareno routesin theroutingtable,thena routewhosedestinationIP prefix
is 10.1.4/22(sayrouteC) is inserted.Therouteinsertionprocessin this caseis asfollows:

1. A level 1 array(say
���

) is allocatedandcleared.

2.
���>5 "/$0!'�)(+*-,w"<7�f SUA[Z<\^]g� ���
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3.
���;5yx 7�f SUCg_ ��T

4.
���;5 (zf{f}|67�f SUhiZ>j~�:T

Figure5 shows level 1 array
���

afterrouteC is inserted.

Contents
Element

pDef pLM pNext

0 NULL NULL NULL
1 NULL NULL NULL
2 NULL NULL NULL
3 NULL NULL NULL
4 NULL C NULL
5 C NULL NULL
6 C NULL NULL
7 C NULL NULL
8 NULL NULL NULL
...

...
...

...
255 NULL NULL NULL

C: 10.1.4/22

Figure5: Level 1 Array
���

After InsertingRouteC (10.1.4/22)

Notethat
���;5yx 7�f SUhiZ>j doesnotpoint to routeC.

�8�<5yx 7�f S^hiZ>j mustbeoneof thefollowing 2 values
by definition:

1.
���;5 $�7�f SUCg_ unless

���<5 $�7�f SUCg_ is NULL

2. NULL if
���<5 $67�f SUCg_ is NULL.

���;5yx 7�f SUhiZ>j is kept NULL since
���;5 $67�f SUCg_ is NULL.

���<5�x 7�f SUhiZ>j cannotbe set to either the
valueof

���;5 ";7�f SUCg_ or thevalueof
���;5 ��7�f S^C�_ sincetheirprefix lengthsmustbe24.

���<5yx 7�f SUhkZ>j
cannotbesetto thevalueof

�8��5 �67�SUCg_ , eithersinceits prefix lengthmustbe23 or 24. Actually,
thereis noneedto update

�
�
5 	P7�f SUhiZ>j whenanew routeis insertedto

�
�
5 	P7�f SUCg_ (index 	 of array�

at level c ). �
�
5 	�7�f SUhkZ>j is automaticallyupdatedwhenalessspecificroutethantheroutepointed

to by
�

�
5 	�7�f S^C�_ is inserted.

Assumenow aroutewhosedestinationIP prefix is 10.1/20(sayrouteD) is inserted.Theroute
insertionprocessin this caseis asfollows:

1.
���;5 $�7�f SUCg_ ��h

2.
�R5 ")f{f�"/(67�f SUhiZ>j aresetto D if their valueis NULL or theprefix lengthof theroutepointed
to by eachof themis shorterthan20.

���;5 (zf�fo|67�f S^hiZ>j donotchangesincethey arepointingto routeC andtheprefix lengthof routeC is
22. Figure6 shows thelevel 1 arrayafterrouteD is inserted.
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Contents
Element

pDef pLM pNext

0 NULL D NULL
1 D NULL NULL
2 D NULL NULL
3 D NULL NULL
4 D C NULL
5 C NULL NULL
6 C NULL NULL
7 C NULL NULL
8 D NULL NULL
...

...
...

...
15 D NULL NULL
16 NULL NULL NULL
...

...
...

...
255 NULL NULL NULL

C: 10.1.4/22
D: 10.1/20

Figure6: Level 1 Array
���

After InsertingRouteD (10.1/20)

Assumenow a routewhosedestinationIP prefix 10.1.4/23(sayrouteH) is inserted. The base
index of routeH is 4, but

�8��5�x 7�f SUCg_ alreadyhasapointerto routeC. Therouteinsertionprocess
in this caseis asfollows:

1. �1s'SUAvZ<\^]g� �8��5�x 7�f SUCg_
2.

���;5yx 7�f SUCg_ ���
3.

���;5 (67�f SUhkZ>j[�.�
���;5 (67�f SUhiZ>j is setto � sincetheprefix lengthof routeH is longerthanthatof therouteoriginally
storedin

���;5 (67�f SUhiZ>j , whichis routeC.Figure7 showsthelevel 1 array
�8�

afterrouteH is added.
Assumenow a routewhosedestinationIP prefix is 10/8(routeB) is inserted.In this case,the

routeinsertionprocessis asfollows:

1.
���>5 "/$0!'�)(+*�7�f SUCg_ ��K

2.
���>5{� "/$0!'�)(�*-,.">��f�f � "/$0!1�+(+*�,��)()(+��7�f SUhkZ>j���K sincetheir valueis NULL.

Note that neitherlevel 1 nor level 2 arrayis accessed.Figure8 shows the whole SMART after
routeB is inserted.

Figure9 shows a pseudocodeof the commonfunctionsusedfor the SMART routing table
operations.Algorithm 1 showsa rotueinsertionpseudocodefor SMART.
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After InsertingRouteH (10.1.4/23)
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Figure8: 4 Routesin SMART
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Input: prefix lengthS^cPZ%m
Output: thefinal level correspondingto 	�S^�
finalLevel(S^cPZ%m )
(1) Int crZ%�?Z/c���$
(2) Int crZ%m[��$
(3) while true
(4) cPZ%m[�.cPZ%m4,3� ���P�t��� /* � ��������� is thestridelengthat level crZ%�?Z/c */
(5) if SUcrZ%mu�wcrZ%m then return level
(6) ,W,DcrZ%�?Z/c
(7) endwhile

Input: IP addressnpZ>q<] andcorrespondinglevel crZ%�?Z/c
Output: baseindex of npZ>q<] at level cPZ%�?Z/c
baseIndex( npZ>q<] , cPZ%�?Z/c )
(1) Int c��:$
(2) Int crZ%m[��$
(3) while cL�wcrZ%�?Z/c
(4) cPZ%m[�.cPZ%m4,3� �
(5) ,W,Dc
(6) endwhile
(7) /* 
 is bit lengthof IP address*/
(8) return

� npZ>q<]��@� � 
 d�crZ%m��t�t� � ���;�o�+��dQ">�

Input: prefix lengthS^cPZ%m
Output: numberof indicescorrespondingto SUcrZ%m - 1
getNscan(SUcrZ%m )
(1) Int crZ%m[��$
(2) Int crZ%�?Z/c���$
(3) while true
(4) cPZ%m[�.cPZ%m4,3� ���P�t���
(5) if SUcrZ%mu�wcrZ%m then break
(6) ,W,DcrZ%�?Z/c
(7) endwhile
(8) return �p� �����6�6�����P�/� dQ"

Figure9: CommonFunctionsfor SMART RouteOperations
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Algorithm 1: SMART RouteInsertionAlgorithm
Input: pointerto a routeentryto beinsertedSU��]�XYmJ]
Output: false if thereis thesameprefix in table,othewisetrue
insert(SU��]�XWm�] )
(1) /* Allocatenew array(s)if necessary*/
(2) Int crZ%�?Z/c���$
(3) Int 	 , m����;��m , m��E=z	�S
(4) RoutePointerS ,  
(5) Array

�
=

���
/* level 0 array*/

(6) while crZ%�?Z/c¡F finalLevel
� S^��]�XYm�]ts¢SUcrZ%m£�

(7) 	L� baseIndex
� SU��]�XYmJ]tsQn?Z>q<]�¤¥crZ%�?Z/cP�

(8) if
�R5 	P7�f SUA[Z<\^]��W�.A'B�CEC then

(9)
�R5 	�7�f S^AvZ<\^]g� New Array

(10) ,@, � f�m£XWm�] /* numberof entriesin array
�

*/
(11) endif
(12)

� � �R5 	P7�f SUA[Z<\^]
(13) ,W,DcrZ%�?Z/c
(14) endwhile
(15)
(16) /* InsertS^��]�XYm�] to array

�
*/

(17) ,@, � f�m£XWm�]
(18) 	�� baseIndex

� S^��]�XYm�]tsQnpZ>q<]�¤¥crZ%�?Z/c��
(19) Si� �R5 	�7�f SUCg_
(20)  W�:A'B�CEC
(21) while S¢a�:A'B�CEC and SJs'SUcrZ%mu�¦SU��]�XYmJ]ts§S^cPZ%m
(22)  @�RS
(23) Si�¨SJs¦SUA[Z<\^]
(24) endwhile
(25) if S¢a�:A1BDCEC and SUs¦SUcrZ%m©�@��SU��]�XYmJ]tsuSUcrZ%m then
(26) bcopy

� SU��]�XYmJ]�¤�S�¤�q%	«ª+Z/¬+j �«­ SJ�®�
(27) return false
(28) endif
(29) if  W�@�:A1B�CgC then
(30) if S��@�:A1B�CgC then
(31)

�R5 	�7�f S^C�_ �¨SU��]�XWm�]
(32) SU��]�XWm�]tsuSUA[Z<\^]g��A'B�CEC
(33) goto Update
(34) else
(35)  @� �¨5 	P7�f SUCg_
(36) endif
(37) endif
(38)  +suSUA[Z<\^]g�¨SU��]�XWm�]
(39) S^��]�XYm�]ts¢SUA[Z<\^]g�¨S
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(30) /* Update
�R5 	�7�f SUhiZ>j */

(31) Update:
(32) m£���;��mv� getNscan

� SU��]�XWm�]tsuSUcrZ%m£�
(33) ,@,D	
(34) while m�������m¦�I$
(35) if

�R5 	P7�f SUhiZ>j~�@�:A1BDCEC or SU��]�XYmJ]tsuSUcrZ%mu� �R5 	�7�f SUhkZ>j£suSUcrZ%m then
(36)

�R5 	�7�f S^hiZ>j8�RSU��]�XYmJ]
(37) endif
(38) /* Skip elementswhoseelementdefault route is more specific than­ SU��]�XYmJ] */
(39) if

�R5 	P7�f SUCg_ �@��A1B�CgC then
(40) m��E=z	{S��¯"
(41) else
(42) m��E=z	{S�� getNscan

�r�R5 	�7�f S^C�_�s§S^cPZ%m£�G,."
(43) endif
(44) 	L�w	J,3m��E=z	{S
(45) m����;��m[�.m£���;��m8d§m��E=z	{S
(46) endwhile
(47) return true

Thetheoreticalmaximumnumberof routingtablememoryaccessatrouteinsertionis � �;° �
�
d�"

at level 	 . Thisvalueis 255(128writesand127read)in thecasethatthestridelengthof anarray
is 8.

The simplestimplementationvisits all the arrayelementsassociatedwith the new routeand
checksthe routepointedto by S^hiZ>j , but it is not necessary. Whena routepoiner is storedin�

�
5 	P7�f SUCg_ , in otherwords,

�
�
5 	�7�f SUCg_ is notNULL, thereis no needto checkthevalueof SUhkZ>j

of thearrayelementsfrom 	 to 	�,w±)²�³¥´�µ®¶%·�¸ �P�
�
5 	P7�f SUCg_¹s¢SUcrZ%m���d:" sincetheprefix lengthsof

theseroutesarealwayslongerthanthatof thenew route.It meansthatthenumberof routingtable
memoryaccessescanbereducedwhenroutesareinsertedin thedescendentorderof prefixlength.
This issueis discussedin Section6.
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3.3 Search

Algorithm 2 showsa routelookuppseudocodefor SMART.

Algorithm 2: SMART RouteSearchAlgorithm
Input: IP address	{SU� asasearchkey
Output: pointerto thelongestprefixmatchingrouteto 	{SU� , or NULL if thereis no
suchroute
search(	�SU� )
(1) RoutePointerSUKNZ>q%]���A'B�CEC /* pointerto longestmatchingroute*/
(2) Array

�
=

���
/* level 0 array*/

(3) Int crZ%�?Z/c���$
(4) Int 	���$
(5) while true
(6) 	L� baseIndex

� 	�SU�^¤¥crZ%�?Z/cP�
(7) if

�R5 	P7�f SUCg_ a�:A'B�CEC then
(8) SUK`Z>q<]�� �R5 	�7�f S^C�_
(9) else if

�R5 	P7�f SUhiZ>j¨a�:A1B�CgC then
(10) SUK`Z>q<]�� �R5 	�7�f S^hiZ>j
(11) endif
(12) if

�R5 	P7�f SUA[Z<\^]��W�.A'B�CEC then return SUK`Z>q<]
(13)

� � �R5 	P7�f SUA[Z<\^]
(14) ,W,DcrZ%�?Z/c
(15) endwhile

Thefollowing is anexampleto searchtheroutingtableshown in Figure8 for IP address10.1.17.1:

1. VariableSUK`Z>q<] is initialized to NULL.

2. Array
�

is setto
���

.

3. Array element
�R5 "/$W![�+(+*�,R"<7 is accessed.SUK`Z>q<] is setto K since

�¨5 "/$W!~�)(+*�,�"<7�f SUhkZ>j
is equalto K .

4. Array
�

is setto
�R5 "/$0!1�)(�*2,w"<7�f SUA[Z<\^] .

5. Arrayelement
�R5 ">|67 isaccessed.Thevalueof SUK`Z>q<] doesnotchangesinceboth

�R5 "/|67�f SUCg_
and

�¨5 ">|>7�f SUhiZ>j areNULL.

6. SUKNZ>q%] , which is pointingto routeB, is returnedsince
�R5 ">|67�f SUA[Z<\^] is NULL.

Eachtime an elementof a deeperlevel array is visited, it is necessaryto updatelocal variable
SUK`Z>q<] with either SUCg_ or SUhiZ>j of the visited elementunlessboth areNULL asdescribedin
Algorithm 2. This is becausethe routepointedto by oneof thesepointersbecomesthe longest
matchingroutewhenall 3 pointers(SUCg_ , S^hiZ>j , and SUA[Z<\^] ) of the elementin the next level
arrayareNULL. It meansthatthesearchcostof SMART is 3 timesasexpensiveastheMART in
Figure1 in theworstcasesinceSMART requires3 memoryreadsperelementvisit. In contrast,
MART needsonememoryreadperelementvisit. Thedifferenceof thesearchcostbetweenthe
two is howeververysmallin reality. This is because:



SMART – SmartMulti-Array RoutingTable,Yoichi Hariguchi(2001/04/10at 18:35) 12

1. If onepointer is in the CPU cacheor the cacheof searchhardware,other2 pointersare
alsoin thecachein themostof casessincethese3 pointersareconnected.That is why the
possibilitiesare: 1) all 3 pointersarein thecache,2) noneof 3 pointersis in thecache.In
case1, thecostof 2morememoryaccessesis thesameasthatof 2moreregisterinstructions.
In case2, the cost of 2 more memoryaccessesis negligible sincethe cost of loading 3
pointersinto thecacheis morethan10 timesasexpensiveasthatof 2 morecacheaccesses.
Thatis why thecostof 2 morememoryaccessesis at theworst2 moreregisterinstructions.

2. It is possibleto make it parallelto updateSUK`Z>q<] andcheck
�R5 	P7�f SUA[Z<\^] in hardware.

3. Thereis awayto reducethenumberof membersperelementfrom 3 to 2. Thisoptimization
of thebasicSMART is discussedin Section4.

Thesimulationresultof thesearchperformancefor MART, MART-CPE,andSMART is shown
in section6.

3.4 Route Deletion

Whena route(let us call it routeQ) is deleted,it is necessaryto updateall the arrayelements
thathaveapointerto routeQ throughouttheroutingtablein MART. In contrast,MART-CPEand
SMART requireto updateonly theelementsin thesamearrayin which pointersto routeQ were
stored.

Theupdateconsistsof two parts.Theoneis to find theroutethatreplacesrouteQ.Let uscall it
routeR. RouteR mustbethesecondlongest-matchingrouteof thedestinationIP addressof route
Q. Theotheris to replacethepointervaluein all thenecessaryarrayelementsasdescribedabove.
As we saw in section2, it is expensive to find routeR in bothMART andMART-CPEsinceit is
necessaryto backtrackthroughthearrayelements(andarraysin thecaseof MART). SMART can
alwaysfind routeR with onememoryaccess.Supposeapointerto routeQ is storedin

�R5 	P7�f SUCg_ .
A pointerto RouteR is alwaysstoredin either

�R5 	�7�f S^hiZ>j (in thecaseºNsuS^AvZ<\^]g�@�:A1B�CgC ) or
ºYsuSUAvZ<\^] (in thecaseºYs¦SUA[Z<\^]`a�¹A1BDCEC ) becauseanelementdefault routealwayspointsto
thesecondlongest-matchingrouteof theassociatedelementby definition.

Algorithm 3 showsa routedeletionpseudocodefor SMART.
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Algorithm 3: SMART RouteDeletionAlgorithm
Input: DestinationIP address	{SU� andthecorrespondingprefix lengthSUcrZ%m
Output: true if success,otherwisefalse
delete(	�SU� , SUcrZ%m )
(1) Array

�
=

���
/* level 0 array*/

(2) Array q/�p�?Z 5 $�7J� �
/* for freeingarrays*/

(3) RoutePointerS ,  
(4) Int crZ%�?Z/c���$
(5) Int 	���$
(6) Int m£�E����m
(7) /* Getthelevel wheretherouteis to bestored*/
(8) while crZ%�?Z/c¡F finalLevel

� S^cPZ%m£�
(9) 	L� baseIndex

� 	�SU�^¤¥crZ%�?Z/cP�
(10) if

�R5 	P7�f SUA[Z<\^]��W�.A'B�CEC then break
(11)

� � �R5 	P7�f SUA[Z<\^]
(12) ,W,DcrZ%�?Z/c
(13) q>���?Z 5 cPZ%�?Z/c»7�� �
(14) endwhile
(15)
(16) /* Checkif thereis amatchingroute*/
(17) 	�� baseIndex

� 	{SU�^¤¥crZ%�?Z/c��
(18) Si� �R5 	�7�f SUCg_
(19) while S¢a�:A'B�CEC
(20) if SJsuSUcrZ%m[�W�¨SUcrZ%m then goto DoIt
(21)  @�RS
(22) Si�¨SJs¦SUA[Z<\^]
(23) endwhile
(24) return false
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(25) DoIt:
(26) /* Remove thematchingroute*/
(27) if Si�@� �R5 	�7�f S^C�_ then
(28)

�R5 	P7�f SUCg_ ��SJsuSUA[Z<\^]
(29) else
(30)  )s¦S^AvZ<\^]g�RSUs¦SUAvZ<\^]
(31) endif
(32) /* Gettheroutefor replacingthedeletedroute*/
(33) if SJsuS^AvZ<\^]g�@�:A1B�CgC then
(34)  @� �R5 	�7�f S^hiZ>j
(35) else
(36)  @�RSJs¦S^AvZ<\^]
(37) endif
(38)
(39) /* Update

�R5 	�7�f SUhiZ>j */
(40) m£���;��mv� getNscan

� SUcrZ%m£�
(41) ,@,D	
(42) while m�������m¦�I$
(43) if

�R5 	P7�f SUhiZ>j~�@�¨S then
(44)

�R5 	�7�f S^hiZ>j8�: 
(45) endif
(46) /* Skipelementswhoseelementdefault routeis morespecificthan

­ S */
(47) if

�R5 	P7�f SUCg_ �@��A1B�CgC then
(48) m��E=z	{S��¯"
(49) else
(50) m��E=z	{S�� getNscan

�r�R5 	�7�f S^C�_�s§S^cPZ%m£�G,."
(51) endif
(52) 	L�w	J,3m��E=z	{S
(53) m����;��m[�.m£���;��m8d§m��E=z	{S
(54) endwhile
(55)
(56) /* Freerouteentryandarrays*/
(57) FreeS
(58) while crZ%�?Z/c¡�I$
(59) dYd � f�m£XYmJ]
(60) if

� f�m£XYmJ]@a��$ then return true
(61) Free

�
(62) dYd�cPZ%�?Z/c
(63)

� ��q>���?Z 5 cPZ%�?Z/c»7
(64)

�R5
baseIndex

� 	{SU�^¤¥crZ%�?Z/c��¼7�f SUA[Z<\^]��:A'B�CEC
(65) endwhile
(66) dWd � f�m½XYmJ] /* Don’t freelevel 0 array*/
(67) return true

Themaximumnumberof routingtablememoryaccessin Algorithm 3 is �+��° �
�

d¨" at level 	 . This
valueis 255(128writesand127read)in thecasethatthestridelengthof anarrayis 8.
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Sameasthecaseof routeinsertion,it is notnecessaryto visit all thearrayelementsassociated
with the routeto be deletedwhen

�R5 	�7�f S^C�_ is not NULL. It meansthat the numberof routing
tablememoryaccessescanbe reducedwhenroutesaredeletedin the ascendentorderof prefix
length.This issueis discussedin Section6.

4 Optimization

The basicSMART routing tableoperationsaredescribedin the previous section. This section
discussesanoptimizationto basicSMART, particularlyhow to reducethememoryusageandhow
to increasethesearchperformance.

A basicSMART arrayelementhas3 members(Figure4). Thisstructuresimplifiestherouting
tableoperations,but requiresa lot of memory. S^C�_ and SUA[Z<\^] canbeconsolidatedasshown in
Figure10 by usingtheleastsignificant2 bits of SUhiZ>j astheunionidentifierof SUAvZ<\^] .

pNext

pDef

01

0 pNext points to nothing

pNext points to a route

pNext points to a next level array

0

01

10

Figure10: OptimizedSmartArray Element

This enhancementsaves33% of memoryper element. It alsoreducesthe worst casesearch
costfrom 3 to 2 routingtablememoryaccessesperelementvisit. However, it causesthefollowing
‘moving routes’problem.Assumethesituationin Figure11-1. TheSMART in Figure11-1has
only oneroute,which is routeE whosedestinationIP prefix is 10/15. Assumenow a new route
(say route F) whosedestinationIP prefix is 10.0.1/24is to be insertedto the table. The route
insertingfunctionhasto:

1. moverouteE from thelevel 0 arrayto thelevel 1 arrayasshown Figure11-2

2. updatetheelementdefault route.

This meanstheelementdefault routemaybespreadover multiple arrays.In this case,themaxi-
mumnumberof routingtableaccessbecomes�+�;°JdQ" at level 	 .

However, it is possibleto keepthemaximumnumberof routingtableaccess���;° �
�

dw" . Note
thattheworstcaseat level 	 happensonly when

� � �
�;5

baseIndex
� SUAvZ%¾��¿¬6À^]�Z>s�npZ>q<]�¤Á	�d[">�¼7�f SUCg_

movesdown to
� � 5 $�7�f SUCg_ . Here, SUA[Z%¾D�¿¬>À^]�Z is a pointerto the newly insertedroute. In this

case,
� � 5 $�7�f S^C�_ can be storedin

� � 5 $67�f SUhiZ>j insteadof spreadingit to
� � 5 "+f�fo�+�;°�db"<7�f SUhkZ>j

since
� � 5 $�7�f SUhiZ>j is never used.Let uscall this routetabledefault route. Thetabledefault route

is checked whenthe searchfunction visits arrayelement9 at level 	 , andboth
� � 5 9)7�f SUhiZ>j and� � 5 9)7�f SUCg_ areequalto NULL. The tabledefault routemethodkeepsthe routethe updatecost

�+��° �
�

d:" . Thedrawback,however, is that thetabledefault routemethodrequiresanextra check
whenapointerto theelementdefault routeis NULL.
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65535

2560(10.0)

level 0

E
E2561(10.1)

NULL

NULL

10/15E

route destination

(1)

0

65535

0

255

2560(10.0)

level 0
level 1

E

E2561(10.1)
NULL ENULL

1

10/15E

route destination

10.0.1/24F

table default route

NULL F

(2)

Figure11: Moving aRoute

5 Cost Comparison

Table1 showsthemaximumnumberof routingtablememoryaccesses(MAX-RTA) of therouting
tableoperationsamongMART, MART-CPE,andSMART. SMART-TD is an implementationof
SMART thatusesthetabledefault routemethod.Let ususe 
 for thelengthof anaddress(e.g.,
32 for IPv4,64 for IPv6 [7]), A for thenumberof sequences(levels),and ��� for thestridelength
at a level 	 array.

Algorithm Search Insertion Deletion

MTRT Â ÃGÄNÅ �
�

�Æ� � Ã �;° � Å �
�

� � �¨Ç �pÈ ÃGÄNÅ �
�

�Æ� � Ã �;°
MTRT-CPE Ã%Â Ã�ÉÊÃ �;°�Ë Ç � È Ã�ÉÊÃ �;°�Ë
SMART Ã%Â Ã Ç � Ì�È Ã Ç �
SMART-TD Ã%Â Ç � Ì�È Ç �

Table1: MaximumNumberof RoutingTableMemoryAccesses(MAX-RTA)

In Deletion, the left handside numbershows the maximumnumberof routing table memory
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accessesto searchfor thesecondlongestmatchingroutethatreplacestherouteto bedeleted;the
right handsidenumbershows themaximumnumberof routingtablememoryaccessesto update
anarrayat level 	 .

5.1 Search

MAX-RTA of MART is A becauseit requiressinglememoryaccessperarrayvisit.
MAX-RTA of MART-CPEis �+A becauseit requires2 memoryaccesses(readingpCPEand

pNext) perarrayvisit.
MAX-RTA of SMART dependsontheimplementations.It is �+A in thecaseof 3 membersper

element,and �+A in thecaseof 2 membersperelement.However, thereis no differencebetween
MART andSMART in reality. This is shown in Section6.

5.2 Insertion

MAX-RTA of MART is �)� Å� becauseit spreadsapointerall over theroutingtable.it is necessary
to multiply 2 becauseMART hasto readthepointerof aroutefirst, thenit writesadifferentpointer
if necessary.

MAX-RTA of MART-CPEis �)��� becauseit spreadsapointerwithin anarray.

5.3 Deletion

Thepaper[5] doesnot describehow to find thesecondlongestmatchingrouteat all. MAX-RTA
of thesimplestMART is A©���Í,3�)� Å� .

Thepaper[6] doesnot describehow to find thesecondlongestmatchingrouteat all. MAX-
RTA of thesimplestMART-CPEis ���Í,��)��� .

MAX-RTA of SMART is "�,3�)��� . It becomes"�,3��� whenthetabledefault methodis used.

6 Simulation and Observed Results

Theauthorperformedthefollowing 4 simulations:
e Simulation1: performanceundera routeflap

e Simulation2: deletionperformanceundersteadystate

e Simulation3: tablesizeandperformance.

e Simulation4: randomrouteupdatevs. sortedrouteupdate

MART, MART-CPE,andSMART usedin the above simulationshave 3 levels and their stride
lengthsare � � �b"/* , � � �¯H , and � � �ÎH . Thesimulationis performedon a machinethathasthe
following specifications:

e CPU: AMD Athlon 600MHz

e Memory: 128MB

e OS: Linux 2.2.14

e Compiler: egcs-2.91.66
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6.1 Simulation 1: Performance under a Route Flap

Thissimulationsimulatedall 3 routingtableoperations,whichareinsertion,deletion,andlookup,
for theBSD radix implementation[8], a MART implementation,a MART-CPEimplementation,
anda SMART implementationthathas2 membersperarrayelement.Thereasontheauthorused
sampleMART andMART-CPEimplementationsis that therewasno sourcecodeof MART and
MART-CPEavailable. MAE-EAST routing table[3] on Aug. 17, 1999is usedasthe sourceof
BGProutes.This routingtablehas42,366routesand95 routeshave theprefix lengthlongerthan
24. 2,000randomrouteswhoseprefix lengthis longerthan24 arealsocreatedandareinsertedto
theroutingtableasthesourceof IGP (Interior Gateway Protocol)routes.This is becauseMAE-
EASTroutingtabledoesnothaveIGProuteswhoseprefix lengthsareusuallylongerthan24. It is
importantto includetheIGP routeswhoseprefix lengthis longerthan24 becauseit significantly
increasesthenumberof both level 1 arrayandlevel 2 array(seeTable6). Oneshouldnot ignore
IGP routesat simulationbecauseit is commonthat ISP (InternetServiceProvider) routershave
both BGP andIGP routesin their routing tablesin the real world, andagain,the prefix lengths
of mostof the IGP routesarelongerthan24. Table2 shows theprefix lengthdistribution of the
routingtableusedfor thesimulation.

prefix number
length of

routes
8 20
9 3

10 3
11 9
12 21
13 42
14 110
15 184
16 4869

prefix number
length of

routes
17 496
18 1081
19 3285
20 1723
21 2082
22 2790
23 3582
24 21971

prefix number
length of

routes
25 435
26 438
27 407
28 406
29 406
30 3

TotalNumberof Routes:44,366

Table2: PrefixLengthDistribution

Thesimulationprocess:

1. randomlyinserts44,366routesto theroutingtable

2. looksup100,000randomIP addressesin theroutingtable

3. randomlydeletesall 44,366routesfrom theroutingtable

4. repeats1 to 3 for 100times.

Thesimulationinserts,looksup,anddeletesroutesrandomlysothatany orderdependenteffect is
avoided.

Table3 showsthesimulationresultof thetreeroutingtableimplementations.
Table4 shows thedistributionof thenumberof backtrackto find thesecondlongestmatching

routein MART-CPEatdeletion.
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search insert delete memory
( Ï s/route) ( Ï s/route) ( Ï s/route) use(MB)

BSD Radix 2.00 4.06 3.61 5.54
MART 0.20 2.03 3.83 9.98
MART-CPE 0.20 1.13 2.03 17.42
SMART 0.20 1.35 1.35 17.42
SMART-TD 0.20 1.13 1.13 17.42

Ð Thevaluesin Ñ saretheaverageof 44,366randominsertion/deletionand100,000randomIP addresseslookup.
Ð Thememoryuseis whenthereare44,366routesin thetable.
Ð Thesimplebacktrackingmethodis usedin MART andMART-CPEfor deletion.
Ð SMART-TD usesthetabledefault routemethod.

Table3: Performanceof BSD Radix,MART, MART-CPE,andSMART

numberof numberof
backtracks routes

%

0 2,051 4.6
1 32,581 73.4

2 .. 9 7,371 16.6
10 .. 19 584 1.3
10 .. 39 778 1.8
40 .. 59 120 0.3
60 .. 99 535 1.2

100 .. 255 346 0.8

Table4: BacktrackingNumberDistribution(MART-CPE)

6.2 Simulation 2: Deletion Performance under Steady State

Thepurposeof this simulationis to comparethedeletionperformancebetweenMART-CPEand
SMART undertheconditionthatnotmany routesaredeletedatonetime. Thesimulationprocess:

1. randomlyinserts44,366routesto theroutingtable

2. looksup1,000randomIP addressesin theroutingtable

3. randomlydeletes10 routesfrom theroutingtable

4. repeats2 and3 for 10 times.

Table6.2shows theresultof Simulation2.

delete( Ò s/route)

MART 2.35
SMART-TD 1.81

Table5: RouteDeletionPerformanceunderSteadyState
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6.3 Simulation 3: Table Size and Performance

Table6 showstheperformancedifferencebetweentwo routingtables;theone(MAE-EAST) is the
pureMAE-EAST routingtablethathasonly 95 routeswhoseprefix lengthis longerthan24, the
other(MAE-EAST+) is a tablewhichhasall theMAE-EAST routesplus2,000randomlycreated
routeswhoseprefix lengthis longerthan24.

level 1 level 2 search insert delete
array array ( Ï s/route) ( Ï s/route) ( Ï s/route)

MAE-EAST 3,441 64 0.20 0.94 0.94
MAE-EAST+ 5,299 2,064 0.20 1.13 1.13

diff.(%) 53.99 3,125 0.00 20.21 20.21

Ð MAE-EAST has42,366routesand95 routes’prefix lengthis longerthan24
Ð MAE-EAST+ has2,000more routeswhoseprefix length is longer than24 in addition to the MAE-EAST

routingtable

Table6: TableSizeandPerformance

6.4 Simulation 4: Random Route Update vs. Sorted Route Update

Table7 showstheperformancedifferencebetweenthefollowing two cases:

1. 44,366routesareinsertedanddeletedrandomly

2. 44,366routesareinsertedaccordingto thedescendingorderof theprefix lengthanddeleted
accordingto theascendingorderof theprefix length.

The IP addressesthat have the sameprefix length are insertedand deletedrandomly. Search
performanceis measuredwith 100,000randomIP addresseslookup.

search insert delete
( Ï s/route) ( Ï s/route) ( Ï s/route)

random 0.20 1.13 1.13
sorted 0.20 0.68 0.68

Table7: UpdateOrderandPerformance

6.5 Observed Results

Thesimulationresultsshow thefollowing things:

1. SMART has79.6%asfastasMART-CPEin deletionunderrouteflap eventhough78%of
thesecondlongestmatchingroutesarefoundwith 0 or 1 backtracking.This is because:

(a) ‘while’ loopoverheadis notnegligible
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(b) many memoryaccesseshappeneventhoughthepercentageof longbacktrackingis low
(about22.0%).

This resultshows thatSMART is muchbetterthanMART-CPEwhena routeflap happens
althoughSMART hasfew advantagesagainstMART-CPEin thesteadystate.

2. SMART-TE has29.8% as fast as MART-CPE in deletionundersteadystate. It means
SMART deletionperformanceis alwaysbetterthanthatof MART-CPE.

3. SMART is morethan10 timesin search,morethan3 timesin insertionanddeletionasfast
asBSD radix whenthe tabledefault methodis applied. On the otherhand,SMART uses
morethan3 timesasmuchmemoryasBSDradix.

4. There is no differencein searchperformanceamongMART, MART-CPE,SMART, and
SMART with thetabledefault routemethod.This resultsuggeststhatall thesavedelement
default routeandthe tabledefault routeare in the cache. It is quite possiblebecausethe
Athlon CPUhas64K byteL1 datacache.

5. SMART improvesrouteinsertionanddeletionperformancecomparedto MART. SMART
is almosttwice in route insertion,more than3 times in deletionasfastas the traditional
MART.

6. Therouteinsertionanddeletionperformanceimproves16%whenthetabledefault method
is used. This resultsuggeststhat the costof accessingthe whole arrayaffectsthe perfor-
mance.Actually, the numberof routeswhoseprefix lengthis 24 is large (21,971). These
routesmoveto thelevel 2 arrayswhenmorespecificroutesexist andit is necessaryto access
thewholearrayelementsunlessthetabledefault routeis applied.

7. Neitherthenumberof routesnor thenumberof deeplevel arraysseriouslyaffectstheroute
updateperformance.The numberof routesincreasedalmost54%, the numberof level 2
arrayincreased32timesin Table6. However, therouteupdatecostchangeis lessthan17%.
This is anexpectedresultof theSMART routeupdatealgorithm.

8. Whena routeflap happens,theperformanceof both insertionanddeletionincreasesabout
66%in thecasetheseroutesaresortedin SMART. Modernroutersusuallyhave two rout-
ing tables. Oneis ownedby the controller that handlesrouting protocolsandthe other is
ownedby thepacket forwarder. Thecontrollercalculatesroutesanddownloadsthemto the
forwarder’s routing table. The updateperformanceof the forwarderincreasesabout66%
whenthe controllersortsroutesaccordingto the prefix lengthanddownloadsthemto the
forwarder. It is inexpensiveto sortroutesaccordingto only theprefix length.

Thesimulationresultshows that theperformanceof SMART is prettygoodfor all 3 routing
tableoperations.Furthermore,it is easyto implementtheSMART searchin hardwareandmake
it pipelined.Thesearchperformancebecomessinglememoryaccessspeedin this case.

7 Conclusions

It is importantto keeptherouteupdatecostlow in orderto quickly recover from routeflaps.The
numberof IGP routeswhoseprefix lengthis longerthan24 is not negligible, either. The route
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updatecostof simpleMART is 32M andmoreroutingtablememoryaccessesin theworstcase.
Theauthorpresentedanew multi-arrayroutingtablecalledSMART (SmartMulti-Array Routing
Table) whoseroute updatecost is always less than � ��° �

�
db" routing table memoryaccesses.

SMART doesnot spreadroutepointersall over the routing table. Instead,eachSMART array
elementhasanelementdefault route,whichis thesecondlongest-matchingrouteof theassociated
arrayelement.In theory, theelementdefaultrouteaffectsthesearchperformance,but it doesnotin
reality. TheSMART searchcostbecomesonememoryaccesswhenit is implementedin hardware
with pipelining.TheauthorshowedthatSMART is 79.6%fasterthanMART-CPEin deletionand
theSMART searchcostis practicallythesameasthatof simpleMART by simulation.Theauthor
alsoshowedthatSMART is 10 timesin search,morethan3 timesin insertionanddeletionasfast
astheBSDradix treeroutingtableby simulation.
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